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¢ QUE ES?

Es una herramienta de mineria de datos que

procesa graficas dirigidas para el analisis de links.

Es usada principalmente en investigacion, para
descubrir relaciones entre las piezas de
informacion de varias fuentes ubicadas en
internet.
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CREADOR

* Fue desarrollado por Paterva, compahia fue formada por
Roelof Temmingh en el 2007, y esta integrada por 7 personas ¥
mas. Y Maltego fue lanzada al publico en 2008. -
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SISTEMAS OPERATIVOS

* Las 4 tipos de licencia trabajan en:
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FUNCIONAMIENTO

Funciona a través de una GUI pero se puede abrir en Linux desde la terminal

0 s BB S o

L | Investigate

Manage

View Organize

Machines

Collaboration

r 1. ClearAll  Numbe s H 'I 77 Select All
x ; ¢
(

® Invert Selection ®

2 Select by Type = \ Zoom to = \, Zoom In
Quick Entity
Find Selection g g Select None

" Zoomto Fit \ Zoom Out

&S Ty Zoom 100% “\ Zoom Selection

| ] Palette ”, Home x ‘ € NewGraph (1) x

Personal

Main View Bubble View Entity List

E)f Detail View

Run View

7= Property View

0 entities



# Input - phrase entity

4 # Output - AS numbers
( O D | < O # NB: You need ISDIV defined as transform setting
def trx_EnumAS(m):

# construct a return vessel
TRX = MaltegoTransform()

#read the value, make sure its a digit

if (not m.value.isdigit()):
# if not - complain
TRX.addUIMessage('Sorry but ['+m.Value+'] is not a whole number',UIM_PARTIAL)
return TRX.returnOutput()

#read the setting - you need ISDIV defined as transform setting in the TDS
isdiv = m.getTransformSetting('ISDIV')

#check if its a digit - else complain even more bitterly
if (not isdiv.isdigit()):
TRX.addUIMessage('Silly! We need a number',UIM_FATAL)
return TRX.returnOutput()

#here we know we're good to go.
#read the value of the node
howmany = int(m.Value);

# how many have accumulated?
accum=9;

for i in range(1,howmany+1):
if (i % int(isdiv) == 0):

# add an AS entity with the index as a value...
Ent = TRX.addEntity('maltego.AS', str(i))

# ... and set the weight
Ent.setWeight(howmany-1i)

# add a property called 'div’
Ent.addProperty(‘div’, ‘Divisible by', 'strict',str(isdiv))

# see it's odd or even and set the link/note/bookmark properties
# this makes for a very ugly graph..but..ya
if (i%2==0):
Ent.setLinkColor('@x00FF00")
Ent.setNote('Even')
Ent.setLinkLabel('Even link')
Ent.setLinkStyle(LINK_STYLE_NORMAL)
Ent.setLinkThickness(1)
Ent.setBookmark (BOOKMARK_COLOR_GREEN)
else:
Ent.setLinkColor('@xFFeeee")
Ent.setNote('0Odd")
Ent.setLinkLabel('0Odd link')
Ent.setLinkStyle(LINK_STYLE_DASHED)
Ent.setLinkThickness(2)
Ent.setBookmark(BOOKMARK_COLOR_RED)

accum=accum+1;
if accum>=m.Slider:
break

# return the XML to the TDS server
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FUNCIONAMIENTO TECNICO

.' <htmi/>
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Maltego envia la peticion a los servidores
semillas en formato XML a través de HTTPS

La peticidon del servidor de la semilla se da a
los servidores TAS que se transmiten a los
proveedores de servicios

Los resultados se envian de regreso




OTRAS TECNICAS s

Received: by 10.112. 39.167 with &
Sat, 1 Jun 2013 21:24:01

Return-Path: < erma@gmail.com>
Received-SPF: pass (google.com: domain of esignates 10.224.205.137 as permitted
sender) client-ip 2 '
Authentication-Results: — 0g . COmJ| in of ermalgmail.com designate
10.224.205.137 as permit [ mtp.mailw om; dkim=pass
header.i=: =rma@gmail.com
Received: from nr ”nﬂgln rom ([10 2 4.205.137]) Date and time received
5 d -3578570gab.39 -~
- by the originator’s
DKIM-Sign 3 1 ; xed/relaxed; email servers
d= gma1] )
h=mime-version:in- reply to:referench Authentication system {bject:from:to
:content-type; by sender’s
7 . - - bh=TGEIPb4ti7gfQG+ghh70kPjkx+Tt/iAC1
* Paginas de internet (Examina el b=KguzZLTL£g2+QZXzZKex1NnvRcnD/+P 4+ Nk SNRSPLCTUHRDSTUTNE
P 5 blPK3eJ3Uf/CsaBZWDIT AGrP3BOt92MCZFxeUUQ%uwL/xHALSnke eKGgOC
g EON3oXTAK o a - By 7 ‘ AR
COdIgO HTML y Ias COOkIeS) ;22222253S§;;22§;/r§;gl ,.va491/\‘ fCLB‘)A‘lRaMROUON R‘:I’?‘WI;I]? 9: :ll‘:ouqt.l}f?
CSZAf
* Email (Examinar el header del MIME-Version:
Received: by ( .205.137 with SMTP id £g9 0 3 " "
ema||) Sat, 01 Jun 2 >1:24:00 -0700 (PDT) i A unique number assigned
Received: by 10. 3.230.79 with HTTP: Sat, DY mr.googile !

In-Reply Tu i DXE3OQD¢rh1E4B~*

AdSzZQhNnO=EMJcgfgX+mUfjB_tt2sy2dXA@mail.gmail.com>
OLUTIOhg $s
erma@gmail.com>

ILUTIONS < tions@qr S : 26 ' _er@yahoo.com>,
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